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E-Mail Can Be Painfully Candid

= |nresponseto adocument provided by one of its
authorsto the CEO of adivision of a multi-national
company:

"Thisisabsolute dynamite, not at all what | expected
and needsto be destroyed."
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Duty to Preserve Potential Evidence

= "Preservation duty can arise before the commencement
of the lawsuit, receipt of subpoena, or even theinitiation
of aformal investigation." Zubulakev. UBSWarburg
LLC, 220 F.R.D. 216 (S.D.N.Y. 2003) (" Zubulake IV")

= "Duty to preserve arises when the party has notice that
the evidenceisrelevant tolitigation or when a party
should have known that the evidence may berelevant to
futurelitigation." Slvestri v. General Motors Corp.,
271 F.3d 583, 591 (4th Cir. 2001)
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Scope of Duty to Preserve

= Preserving everythingisimpractical.

= "What isthe scope of the duty to preserve? Must a
cor poration, upon recognizing the threat of litigation,
preserve every shred of paper, every e-mail or
electronic document, and every backup tape? The
answer isclearly 'no." Such arulewould cripplelarge
corporations... that arealmost alwaysinvolved in
litigation. Asageneral rule, then, a party need not
preserve all backup tapes even when it reasonably
anticipates litigation." ZubulakelV, 220 F.R.D. at 217.
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The Zubulake Rule:

= " Anyonewho anticipates being a party or isaparty toa
lawsuit must not destroy unique, relevant evidence that
might be useful to an adversary." ZubulakelV, 220
F.R.D. at 217

= "Litigantsare under a duty to preserve any document it
knows, or reasonably should know, 'isrelevant in the
action, isreasonably calculated to lead to the discovery
of admissible evidence, isreasonably likely to be
reguested during discovery and/or isthe subject of a
pending discovery request.'” 1d., 220 F.R.D. at 217.
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Whose Documents Must Be Retained?

= "Documentscreated by or in the possession of
individuals likely to have discover able infor mation that
the disclosing party may useto support its claimsor
defenses. [ .. .] Thus, theduty to preserve extendsto
those employees likely to have relevant infor mation -

the'key players in thecase." ZubulakelV, 220 F.R.D.
at 218.

= But how, in advance of discovery, does a company
Identify all the" key players?"

= Thereiscertainly no universal answer, but if someone merits
inclusion in the FRCP 26 List of Personswith Knowledge, then
expect opposing counsel to arguethat they are" key" tothe
litigation.
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What Must Be Retained?

= Oncethe"key players' areidentified, thelitigation hold
should apply to all data from therelevant time period
for that individual.

= AsZubulakeitself recognized, thisisa fact specific
analysis, the answer to which depends on your
particular data/network structure and topology and
"litigants are free to choose how [data preservation] is
accomplished." ZubulakelV , 220 F.R.D. at 218
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What Must Be Retained?

= Zubulake suggests, by way of example, atwo step
Process.

= " For example, alitigant could chooseto retain all then-
existing backup tapes for therelevant personnel (if such
tapes store data by theindividual or the contents can be
Identified in good faith and through reasonable effort)
and to catalog any later-created documentsin a
separ ate electronic file. That, along with amirror-image
of the computer systemstaken at thetimethe duty to
preserve attaches (to preserve documentsin the state
they existed at that time), creates a complete set of
relevant documents." ZubulakelV, 220 F.R.D. at 218.
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Does That Mean Recycling All Data Tapes
Must Cease?

= |t depends.

= The Zubulake court distinguishestwo types of data for
pur poses of on-going data recycling efforts:
(1) accessible and (ii) inaccessible data.

= "Accessibledata" includesthree categories:
= Active, on-linedata. E.g., computer hard drive.
= Near-linedata. E.g., optical disksand robotic data storage.

= Offline storage/ar chives. E.g., removable optical or magnetic
tape media, which is generally labeled and stored on a shelf.
= The main difference between near-line and off-line data is that off-

line data lacks" the coordinated control of an intelligent disk
subsystem." Zubulakel, 217 F.R.D. at 319.
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Data Types (con't)

= "|naccessible data" includestwo categories:
= Backup tapes. E.g., sequentially accessed tapedrives.

= Erased, fragmented or damaged data. E.g., the" slack space"
on ahard drive.

= What isthereal difference between the magnetic media
included in the" offline storage" category and the
" backup tape" category?
= |n practice, thedistinction may belargely lost.

= Thereal difference appearsto be whether the data needsto be
restored or otherwise manipulated to be useable. | f
manipulation isrequired, then the data is deemed
"1naccessible." Zubulakel, 217 F.R.D. at 319-20.
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Data Type Matters Because . ..

= ZubulakelV statesthat " thelitigation hold does not
apply to inaccessible back-up tapes (e.g., those
maintained solely for the purpose of disaster recovery),
which may continueto berecycled on the schedule set
forth in the company's policy."

= "Ontheother hand, if backup tapes are accessible (e.g.,
actively used for information retrieval), then such tapes
would likely be subject to thelitigation hold."

= But, if the company can identify where particular
employee documents ar e stored on backup tapes, the
tapes storing the documents of the " key players’ must
be preserved whether the data isaccessible or
Inaccessible. ZubulakelV, 220 F.R.D. at 218
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Zubulake In Action

"What we've got hereisa failureto communicate."

What Counsdl did:

1. in-house counsel gaveoral instructionsto preserve documents (but
didn't address backup tapes);

2. outside counsel met with a number of key playersin the litigation
and reiterated in-house counsdl'sinstructions, specifically
referencing e-mail;

3. in-house counsel followed up, reducing thelitigation hold
Instructionsto writing and sending via e-mail; and

4. after recelving a specific document request for e-mail on backup
tapes, outside counsel requested UBS's| T personnel to stop recycling
backup tapes.
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Counsel's Duty to Locate Relevant
Information

= Referring back to Zubulake 1V, Judge Scheindlin
summarized alitigant's preservation obligations and
Identified stepsthat counsd should taketo ensure
compliance with a preservation obligation.

1. Counsel must issuea" litigation hold" when litigation is
reasonably anticipated. The hold should be
periodically re-issued to keep it " fresh in the minds of
all employees.”

2. Counsel should communicate directly with the" key
players' and communicate the preservation duty
clearly.

BAKER BOTTS E




Counsel's Duty to Locate Relevant
Information (Cont'd)

3. "Counse should instruct all employeesto produce
electronic copies of ther relevant activefiles." This
will likely require an interview and questioning on the
withesses " document management habits."

4. Counsdl must make surethat all backup tapeswhich
theparty isrequired to retain areidentified and stored
In a safe place. Thiswill require meetingwith I'T
personnel and lear ning the system.
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Traditional Methods May Not Suffice

= Thetraditional method of establishing thelitigation
hold may not be enough.

= "|nshort, it iIsnot sufficient to notify all employeesof a
litigation hold and expect that the party will then retain
and produce all relevant information. Counsel must
take affirmative steps to monitor compliance so that all
sour ces of discoverable information areidentified and
searched." ZubulakeV, 2004 WL 1620866

= Theadditional step of monitoring compliance may be
new to some companies.

= " A party cannot reasonably betrusted to receive the'litigation
hold' instruction once and to fully comply with it without the
active supervision of counsel." Id.
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What Counsel Didn't Do In Zubulake

1. Onekey witnesstestified at deposition that while she
was instructed to retain her files, she was never asked
to produce them.

2. Onekey witnesstestified she had an " archivefile" on
her computer pertaining to the Plaintiff. Outside
counsel apparently misunderstood the statement and
believed it referred to backup tapesrather than an
archive on the withesses computer and did not
properly follow up.
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What Counsel Didn't Do (Cont'd)

3. Both inside and outside counsel failed to communicate
with a key HR withess.

4. Counsdl failed to protect backup tapes, resulting in key
tapesbeing lost or overwritten.

5. Counsel failed to " ascertain each of the key players
document management habits."
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Remedy

1. Adverseinferenceinstruction.

2. UBSto pay costsfor depositionsor re-depositions
required by late production of data.

3. UBSto pay costs of motion.
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Best Practices - The Sedona Guidelines

= What isthe Sedona Confer ence?

= Best Practice Guidelines & Commentary for Managing
|nformation & Recordsin the Electronic Age wasissued for
public comment in September 2004.

= Do theguidelines present a safe harbor?

= Not expressy, but they do present areasoned and neutral set of
retention boundariesto which companies may appeal.

= Theguidelinesrecognize that each company's document
retention strategy will be unigueto that organization.

Further, there may be significant variances even within
a single entity.

= E.g.,, documentsrelated to regulatory matters may require

different treatment than mundane HR issues.
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Best Practices - The Sedona Guidelines

= Start by creating a matrix of the externally mandated
laws and regulations that gover n the company.
= FDA
= |IRS
= SEC/SarbOx
= Department of Labor
= EEOC
= EPA
= Department of Defense
= FTC (antitrust and M & A activities)

= |tislikely that the matrix will result in differing
treatment for various classes of data.
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Best Practices - The Sedona Guidelines

= |sthisaswamp? Where'sthe bedrock?

= Thebedrock will shift even within a company. The
Guidelinesrepeatedly emphasize that a one-size fitsall
solution simply does not exist.

= The Guiddinesare, however, realistic:

= Comment 3.a-- Destruction isan acceptable stagein the
information life cycle; an organization may destroy or delete
electronic information when thereisno continuing value or
need to retain it.

= Comment 3.b -- Systematic deletion of electronic information is
not synonymous with evidence spoliation.
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Best Practices - The Sedona Guidelines

= For example, the Eighth Circuit stated that whether
deletion of electronic evidenceistantamount to
gpoliation requiresathree part analysis.

= whether the document management records policy is
reasonable considering the facts and circumstances
surrounding the relevant documents,

= whether the policy was adopted in bad faith; and

= whether lawsuits have been filed or complaints made in the past
with such frequency or in such magnitudethat it is obvious that
certain categories of documents should beretained.

= LevyVv. Remington Arms Co., 836 F.2d 1104, 1112 (8th Cir.
1988)
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Best Practices - The Sedona Guidelines

= Can dataresponsiveto each matrix item beisolated at a
technical level?

= Consider whether the company can restructureits
data/network architectureto facilitate disparate treatment of
datatypes.

= |f 0, retention iseasier to accommodate and therisk of data
dipping through the cracksis minimized.

= Data segregation also morereadily permitsa company to adopt
differing retention policies based upon data type or business
unit.
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Best Practices - The Sedona Guidelines

= Regquireemployeesto archive email on the server side
(and not in individual .pst fileson their hard drives).

= Thishelps maintain data integrity in accordance with the
company's stated data policy.

= Consider whether the utility of instant messaging is
outweighed by the data preservation obligations
suggested by the matrix.

= Do senior leaders have access to company provided
PDAsor cell phonesthat may contain relevant data?

= |f so, confirm that calendars and other significant datais
synced to the desktop and backed-up as appropriate.

= Document the stepstaken to implement thelitigation
hold.
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Best Practices - The Sedona Guidelines

= Designate a" technology custodian" who overseesdata
retention and can quickly (and without ambiguity)
Implement appropriate litigation holds. The custodian
must bereasonably fluent in IT " geek speak."

= Consider whether the company'sretention matrix
suggests that meta-data - for limited classes of data -
should beretained.

= Few documents, however, are draft or version-centric.

= Carefully consider the impact of email " janitor"
programs.

= These programs automatically delete emails meeting certain
criteria. Outlook hasitsown built-in janitor feature; other
companies use commer cial software for this purpose.
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Best Practices - The Sedona Guidelines

=  Bemindful of obligations created by SarbOx and
related law:

= E.g., Sarbanes 8103(a)(2)(A)(1) mandates that audit work
papers and other information related to any audit report be
maintained by the auditorsfor a period of not lessthan 7
years. Many auditorsare passing that obligation on to their
clients.

=  Systematic employee education helps set the context for
later litigation disagreements.

= Conduct periodic compliance audits.

= When confronted with onerousrequestsfor eectronic
evidence, offer to sample data first to gauge
responsiveness and relevance.
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Best Practices - The Sedona Guidelines

= Finally, Sedona guideline Appendix C contains a helpful
survey that beginsto outline the appropriate e ements
to consider in revising a data retention policy.

= Presently, there are numerous proposed amendmentsto
the Federal Rules of Procedure many of which relateto
electronic discovery.
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